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What  hand will you 
be dealt? 

Prepare now to prevent disruption 
turning into disaster for your 

business 

Top Tips 



Top Tips 

This pack contains information 
relating to various hazards that could 

disrupt your business.  It gives 
suggestions as to what you can do 
NOW to ensure a disruption doesn’t 

turn into a disaster. 
 

For more information on Business 
Continuity please contact NORMIT. 

 
01603 222016 

normit@norfolk.gov.uk 
www.normit.org 
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Flooding 
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Flooding 

What can go wrong ~ 
• Damage to building 
• Damage to equipment / stock 
• Loss of access 
• Loss of electricity / 

communications 
• Transport links disrupted 
 
What you can do ~  
• Are you in a flood risk area? 
• Sign up for Environment Agency 

Floodline Warnings Direct 
• Monitor weather & flood reports 
• Move critical equipment / stock 

from areas likely to flood 



Loss of Staff 

Top Tips 



Loss of Staff 

What can go wrong - 
• Unanswered calls / queries 
resulting in loss of customers 

• Customer care levels decrease 
• Loss or corruption of data 
• Key individual with business 
knowledge leaves 

 
What you can do –  
• Cross train staff so you do not have 
a single point of failure 

• Re-allocate staff to cover critical 
functions 

• Ensure that more than one person 
can operate / access a system 
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Loss of IT 

What can go wrong - 
• Can’t access accounts / customer 
details / supplier information 

• Can’t pay wages 
• Loss or corruption of data (maybe 
by disgruntled staff) 

• Passwords to common systems 
unknown 

• Cease to trade 
 
What you can do –  
• Take regular backups 
• Store backups off-site 
• Paper backup systems 
• Procedures in place for staff 
• Install a firewall up to date & virus 
protection 
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Loss of 
Telephones 

What can go wrong – 
• Unanswered calls / queries resulting 
in loss of customers 

• Loss of orders 
• Customer care levels decrease 
• Service delivery declines 
• Loss of contact with others 
 
What you can do –  
• Have a procedure for use of emails 
and mobile phones 

• Consider installing an alternative 
telephone switch 

• Make arrangements to transfer calls 
to a third party if lines fail 
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Loss of 
Premises 

What can go wrong ~ 
• Customers and suppliers can’t 
reach you 

• Damage to stock 
• Damage to equipment and data 
• Can’t access data or resources 
• Health and safety issues 
• Specialist equipment lost 
 
What you can do ~  
• Pre-identify critical functions that 
need to be reinstated first 

• Predetermine an alternative 
location to work from 

• Consider home working 
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Loss of 
Electricity 

What can go wrong ~ 
• No lights / computers / heating / 
phones 

• Security systems down 
• Building unusable due to health 
and safety 

• Inability to deliver service 
 
What you can do ~  
• Install UPS for critical equipment 
• Predetermine an alternative 
location to work from 

• Consider home working 
• Consider back up generator 
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Fire Damage 

What can go wrong - 
• Loss / partial loss of building 
• Inability to deliver service 
• Smoke and water damage to 
equipment, stock and data 

• Customers lost to competitors 
 
What you can do –  
• Back up critical data off site 
• Have procedures for fire safety and 
evacuation 

• Smoke detectors / sprinklers / fire 
suppressant  

• Predetermine an alternative 
location to work from 
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Terrorism 

What can go wrong ~ 
• Loss of building access 
• Loss of staff 
• Disruption of Business 
• Loss of communications 
• Transport links disrupted 
 
What you can do ~ 
• Staff aware of what to do if they 
observe suspicious behaviour 

• Sufficient first aid provision 
• Develop procedures for evacuation / 
invacuation 

• Have post room procedures 
• Prepare a grab bag 
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Incident 
Management Plan 

Checklist of suggested actions to 
be taken during a disruption ~ 
• Start a log of actions taken 
• Invoke your Business Continuity 
Plan 

• Who needs to be informed in your 
organisation? (BC Lead, Facilities, 
IT Team?) 

• Identify and record any damage 
• Identify the extent of any disruption 
• Provide information to staff 
• Provide information to external 
stakeholders 

• Debrief the incident and review your 
plan 
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Business Continuity 
Management 

Business Continuity Management 
is part of Business Survival~ 
Business Continuity is: 
• Understanding your organisation 
and where it is vulnerable 

• Identifying critical activities, staff 
and infrastructure 

• Deciding what you can do to 
increase your resilience 

• Documenting what to do and who 
is going to do it 

• Testing your plan / procedures ~ 
discuss simple scenarios 

• Reviewing plan regularly ~ 
checking details are up to date and 
that staff are aware of changes 





Useful 
Contacts 

Useful websites 
www.normit.org 
www.norfolk.gov.uk 
www.norfolkprepared.gov.uk 
www.ukresilience.info 
www.preparingforemergencies.gov.uk 
www.thebci.org 
www.the-eps.org 
www.environment-agency.gov.uk 
www.metoffice.gov.uk 
 
Floodline ~ 0845 988 1188 
 
NORMIT ~ 01603 222016  
 
For further guidance and example 
templates go to www.normit.org 
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Promoting Resilience 
and Business Continuity

 
 

Time spent on planning 
now could prevent 

disruption turning in to 
disaster for your business. 




