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Business Continuity Plan

NOTE: This plan should be completed as part of the BCM process as described in the NORMIT BCM document.

http://www.normit.org/
Version Number: insert version number

Date: insert date
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1.  Distribution List

	Copy Number
	Job Title
	Location

	001
	
	Emergency Pack

	002
	
	

	003
	
	

	004
	
	

	005
	
	


Note – One person may be issued with two copies of the document, one for the office and one to be kept at home.

2.  Document Owner and Maintainer

	Document Owner:
	

	Document Maintainer:
	


If you have any suggested changes to this plan, please notify either the Owner or Maintainer.

3.  List of related plans and documents

	Document Title

	

	

	


List in the table above any other relevant plans or documents that relate to Business Continuity Management.

4.  Purpose and Scope

The purpose of the Business Continuity Plan is to prepare this organisation to be able to respond to and recover from a disruption.

The objectives are as follows:

· To list the critical functions in priority order for recovery

· To detail the activation procedure and roles and responsibilities for staff

· To detail the agreed response actions following a disruption

5.  Plan Activation Procedure

	This plan can be activated by the following people: 
	· 

	Examples of  ’trigger events’ that would necessitate the activation of the plan include the following:

Note – this is a guide only and the list is not exhaustive.  
	· 

	The primary location for the response to be managed from is:
	

	The alternative location for the response to be managed from is:
	

	The following people can be requested to form an Incident Response Team:
	· 

	The following people have been training in the role of Incident Manager:
	· 


6.  Training and Exercise Programme  The details in the table have been added as an example and will need to be amended to reflect your organisation.
	Training:
	· Induction for new staff includes Business Continuity Management (BCM).

· Programme of briefings to ensure all staff are updated on BCM on an annual basis.

· All staff who are named within this plan as having authority to invoke the plan or to be part of the Incident Response Team have been trained / briefed on their role and responsibilities.

	Exercising:
	· Contact details, back up power and IT back up & restore is tested annually.

· Every year there is a table top exercise covering a scenario relating to one of the highest risks to the business as detailed in the Risk Assessment.

· Every 3 years there is a live exercise involving a different team / process.


7.  Critical Activities and Resources

The table below lists the Key Function / Services in priority order and can be used during a disruption to assist the decision making of your Incident Response Team.

	Priority
	Key Function / Service
	Recovery Time Objective (RTO)
	What resources or actions are needed to recover within RTO?

Detail also any specific availability or methods for mobilising resources.

	1


	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	


Using the information in your Business Impact Analysis and Risk Assessment you should be able to complete the table above.

8.  Incident Management, Roles and Responsibilities

Once the decision has been made to invoke the plan, an Incident Manager is appointed to lead the Incident Response Team.  Key responsibilities for each of the roles are as follows:

Person Authorised to Invoke the Plan will:

	Action
	Comments
	Time Completed

	· Start a log of information received, decisions made and actions taken.
	
	

	· If the disruption is of a significant scale, particularly if it meets any of the suggested ‘triggers’, make the decision to invoke the plan.
	
	

	· Appoint an Incident Manager and pass on relevant information.
	
	


The Incident Manager, with support from the Incident Response Team will:

	Action
	Comments
	Time Completed

	· Start a log of information received, decisions made and actions taken.
	
	

	· Decide on a suitable location for the Incident Response Team. (pre-identified locations detailed in section 5)
	
	

	· Call in members of the Incident Response Team.
	
	

	· Provide direction to the Incident Response Team to ensure an effective and efficient response and recovery.
	
	

	· Identify any damage or disruption to key functions / services.
	
	

	· Liaise with stakeholders as necessary. (For example Health & Safety, Insurance company, building owner).
	
	

	· Liaise with Emergency Services as required.
	
	

	· Provide information to staff.
	
	

	· Decide on course of action and priorities, taking into account the Critical Activities and Resources detailed in Section 7.
	
	

	· Communicate decisions to staff and business partners.
	
	

	· Provide public information to maintain reputation and business. (Consider issuing the Holding Statement in Appendix B).
	
	

	· Stand down at conclusion of disruption.
	
	

	· Arrange a debrief to capture any lessons.
	
	

	· Compile a log of actions to be taken, write a report on the disruption and review Business Continuity Plan.
	
	


You may want to include in this section details of any arrangement you already have in place, including any specific actions you would take for specific hazards. (The information in your Risk Assessment could assist with this).

Appendix A ~ Key Contacts

Incident Response Team Members

	Contact
	Office
	Mobile
	Comments 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Senior Management Team

	Contact
	Office
	Mobile
	Comments 

	
	
	
	

	
	
	
	

	
	
	
	


Other Locations

	Contact
	Office
	Mobile
	Comments 

	Head Office
	
	
	

	Company Media
	
	
	

	
	
	
	


Key Suppliers / Customers

	Contact
	Office
	Mobile
	Comments 

	
	
	
	

	
	
	
	

	
	
	
	


Other Contacts

	Contact
	Office
	Mobile
	Comments 

	Key holder
	
	
	

	Security Company
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix B ~ Example Holding Statement

This holding statement can be used during an emergency to pass information to the media if required.  Before adding this to your plan, the additional information about your organisation needs to be added and the format and procedure for approving and issuing agreed. During an emergency the specific information about the emergency is completed and, once agreed, the statement can be issued to any staff that may take telephone calls, or have contact with the public or media.  

We can confirm that there has been an incident at name of company / organisation.
At   add the time on add the date there was a add type of incident ie fire, explosion at our premises at add location.
We deeply regret that this incident has happened and our thoughts are with the family(s) and friends of those involved.  Safety is always our top priority. (Amend paragraph as necessary)  
We have well rehearsed procedures to deal with emergencies and we have implemented our Emergency Plan. We are working closely with name emergency services and agencies on site.

An area has been set aside for the media to use.  This is located state location of media centre if applicable.

Further updates will be issued as more information becomes available.

For more information on name of organisation please log onto www.yourwebsite.details
General information

Add here some general information about your organisation i.e. number of employees / type of work or service you perform / How many sites you have / international or local only / any partners you work with, etc. 

NOTE:

This Holding Statement is to be used as an example only – Further guidance, advice and agreement should be sought from an organisations Public Relations / Communications Department prior to this statement being added to your plan. 

Appendix C ~ Map of Site / Floor Plan

Appendix D ~ Blank Log Sheet

	Date:
	

	Disruption:
	

	Log Completed by:
	

	Page Number:
	


	Time
	Information / Decision / Action
	Initials

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix E ~ Business Impact Analysis

(You will need to complete a BIA for each of your key functions or services).

	Key Function / Service:


	


The table below details, over time, the impact the loss of this function would have on your ability to meet your organisation’s Aim and Objectives and the impact on your stakeholders.

	Time
	Impact

Description

Minor, Moderate or Significant
	Example of Impact to Service

	First 24 hours


	
	

	24 – 48 hours


	
	

	Up to 1 week


	
	

	Up to 2 weeks


	
	


Consider the maximum length of time that you can manage a disruption to this key function / service without it threatening your organisations viability.  What point in time would you need to resume in the event of disruption?  This is called the Recovery Time Objective (RTO).

	Recovery Time Objective:


	


The table below lists the resources required to meet Recovery Time Objective.

	Time
	People
	Premises
	Technology
	Information
	Suppliers / Partners

	First 24 hours


	
	
	
	
	

	24 – 48 hours


	
	
	
	
	

	Up to 1 week


	
	
	
	
	

	Up to 2 weeks


	
	
	
	
	


Appendix F ~ Risk Assessment

In relation to Business Continuity Management, the Risk Assessment looks at the likelihood and impact of a variety of risks that could cause a disruption to your organisation.  

	Risk
	What key functions / services would be impacted?
	List arrangements already in place to reduce the likelihood or impact
	List additional arrangements that could put in place
	Risk Score

(Considering impact & likelihood)

A, B, C or D

	Loss of staff
	
	
	
	

	Loss of systems (IT or telecommunications)
	
	
	
	

	Loss of utilities e.g. water, gas or electricity
	
	
	
	

	Loss of, or access to premises
	
	
	
	

	Loss of key suppliers
	
	
	
	

	Disruption to transport
	
	
	
	

	
	
	
	
	

	
	
	
	
	


You will need to consider any additional risks that are relevant to your organisation.  These could include flooding (particularly if you are in a flood risk area), fire, use of chemicals, breakdown of critical plant / equipment, etc
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	Plan template developed by NORMIT and Norfolk County Council Emergency Planning Unit

For an electronic version of this document, visit: www.normit.org

Email ~ normit@norfolk.gov.uk
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